


@ Avast Business

One of the largest global threat detection network
supported by three decades of innovation

every
6-7
2l+ 200B+ S00M+ SOM+ minutes
threat URLs checked New files executable files new updates are
feeds monthly checked monthly analyzed monthly pushed to our
users

500M 740,000 LR 1.5B 3M

. . oooog bus'ness ..... o R PR Unlque phlShIng
visits to malicious ELETIR malware attacks URLS blocked

websites blocked protected ransomware blocked monthly
monthly
every month
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Multi-layered detection

and protection

6 layers of deep protection to block malware,
ransomware, and other advanced cyberattacks
in real-time.

@ Avast Business

— Cloud

- — Behavior Shield
\ — Cyber Capture

- — Deep Screen
/ Emulator
/ Static Scanner

/— Web Shield

# — Machine Learning

Avast Confidential

3



Integrated layered security for SMBs managed
through a single cloud platform

One Platform -
Business Hub

Network e PY Web Control (coming
in 2022!)

Application e J Patch Management

Endpoint ° @G) Antivirus

] @ Cloud Backup

@ Avast Business
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@ Avast Business

Solutions for small and growing businesses

Essential
Business Security

Avast Essential Business
Security includes our award-
winning antivirus to defend your
business against viruses,
phishing, ransomware, spyware,
zero-second threats, Wi-Fi

network vulnerabilities, and more.

Premium
Business Security

Avast Premium Business
Security combines our award-
winning antivirus with VPN and
privacy tools to help your
employees stay private and safe
online.

Ultimate
Business Security

Avast Ultimate Business Security
combines our award-winning
antivirus and our best privacy
tools with patch management
automation software to keep your
devices and applications updated
and protected.
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@ Avast Business

Essential Business Security

The essential online protection you can’t go without

ml gl =
i m[) =
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Antivirus Protection

4 Shield Defense
CyberCapture
Firewall
SmartScan
Sandbox

Network Inspector
Real Site

Rescue Disk

Security Browser Extension

Remote Access Shield

Data Protection

e Data Shredder

e Exchange Server Protection
e SharePoint Server Protection
Identity Protection

e Webcam Shield

e Passwords
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@ Avast Business

Premium Business Security

The premium online protection and privacy your employees deserve

Antivirus Protection
=- sl -- 4 Shiold Dot Data Protection
° e efense
;] .IE 'ﬁ I e Data Shredder

e CyberCapture .
e Exchange Server Protection

L ’ e Firewall . .
' e SharePoint Server Protection
Q E e SmartScan . )

Identity Protection

e Sandbox e Webcam Shield

e Network Inspector .
e Password Protection

e Real Site .
Privacy Features

e VPN

e Rescue Disk

e Security Browser Extension

Device Control
e Remote Access Shield .
e USB Protection*

*Only available in the Avast Business Hub. Avast Confidential



@ Avast Business

Ultimate Business Security

The ultimate online protection and automation your business needs

Antivirus Protection

4 Shield Defense
CyberCapture

Firewall

SmartScan

Sandbox

Network Inspector

Real Site

Rescue Disk

Security Browser Extension

Remote Access Shield

Data Protection Patch Management*

e Data Shredder e Flexible Deployment Schedules

Intuitive Dashboard

e Exchange Server Protection

e SharePoint Server Protection e Customizable Patches

. . e Hundreds of Patches
Identity Protection

_ e Update Agent Capabilities
e Webcam Shield

e Comprehensive Reporting

e Password Protection _
e Automatic Scans

Privacy Features
e VPN

Device Control

e USB Protection*
*Only available in the Avast Business Hub. aasicontventa



Patch Management
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Did you know...

57%

of data breaches are
attributed to
poor patch
management?!

1Ponemon. 2National Vulnerability Database.

1S}
102 days

is the average time for an
enterprise to deploy
critical software
application updates?

@ Avast Business

86%

of reported vulnerabilities
come from third-party
applications?
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@ Avast Business

....yet very few companies patch
their systems

Avast conducted a security
assessment of 500,000
endpoints and only

29%

passed all of the
software update tests

And of the 500,000
devices analyzed, only

- 304

were 100%
updated

®

55%

Of all software applications
worldwide are out-of-date

[]
s

15%

Of Windows 7 systems
are out-of-date

S8

8%

Of Windows 10 systems
are out-of-date
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@ Avast Business

RISkS Of NOt Updatlng THREAT LEVEL TIMELINE
Applications ProZeroDay © oprymr o

Exploited zero day

Public disclosure

e Ransomware

Unknown Vulnerabilities

* Having data lost or stolen Day Zero
« Significant time lost while restoring data or Update Release
reinstalling operating systems and applications 0-14 Days Apply the patch and
) ] ] ) continue application control
» Compliance with industry regulations and and privilege management

business requirements Rising Risk

* Questionable data integrity 14-28 Days

* Loss of credibility and trust O 50% of exploits have

occurred

40-60 Days

() 90% of exploits have
occurred

120 Days

Avast Confidential

12



@ Avast Business Hub

@ Avast Business

Patch Management

Prevent vulnerabilities and
ensure compliance

e Centralize control over patching both Windows
OS and 3 party applications

e Greatly reduce effort needed to keep software
up to date

e Minimize reliance on individual users to patch

e 400+ applications, thousands of patches

e Tested and verified patches

e Intuitive dashboard

e Manual or automated patching, scheduling

e Local update agent for bandwidth savings
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@& Avast Business

Thank youl!



