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CYBERAANVALLEN VERDUBBELD

De schade kan enorm zijn

Aantal cyberaanvallen verdubbeld in 2021 ten

opzichte van 2022
Gemiddeld is de downtime na een

cyberattack 22 dagen
Losgeld betalen geeft geen garantie data niet

doorverkocht wordt
* Naast “betalen” zijn de downtime kosten
enorm.
 De impact kan enorm zijn
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Home  Overprivacy v Onderwerpen v Zelfdoen~ Publicaties v Contact v Actueel InfovoorFG's

Datalekken door cyberaanvallen bijna
verdubbeld

Meldplicht datalekken

Security News Threat Resea . .
een explosieve toename van het aantal meldingen van

tal is in 2021 bijna verdubbeld ten opzichte van het jaar

Popular Topics: Data Protection

DATAINSIDER

Digital Guardian's Blog
eldingen. Hiervan is 9% ontstaan door cyberaanvallen.

THE COST OF A MALWARE INFECTION?
FOR MAERSK, $300 MILLION atalekken 2021 die AP-voorzitter Aleid Wolfsen vandaag, op

‘ Nate Lord
Last Updated: Friday August 7, 2020

Bft gestuurd.
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ENORME SCHADE

Verlies in omzet/winst en ransome betalingen

= Largest European Electronics retailer

= 1000 sites, S10B+

= All sites are affected

= Most applications at Mediamarkt run centralized (cloud)

= No local on-premises backup to run essential applications

=  Mediamarkt could not

retrieve past orders (backorders) anymore
pick up orders

return items to a store

process credit cards, and more...

https://basic-tutorials.com/news/details-of-the-hacker-attack-on-media-markt-and-saturn-have-emerged/

The Brussels Times

Thursday, 11 November, 2021

Mediamarkt cyber attack: hackers
demand $50 million in Bitcoin

Wednesday, 10 November 2021

Since Monday morning, the European branches of German company Mediamarkt
have been dealing with a cyber attack. Now RTL Nieuws reports that the hackers
are demanding $50 million USD in Bitcoin.

Over a thousand branches were hit by yesterday’s cyber attack. The news was first
reported by the Dutch news outlet, which said it based its findings on internal
emails they gained access to.
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https://basic-tutorials.com/news/details-of-the-hacker-attack-on-media-markt-and-saturn-have-emerged/
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MSP CHALLENGES

Become More Competitive While Increasing Profits

i

AN
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Faster

= Meet and Beat SLAs

= |mprove client recovery times

= Better prevent downtime from
happening

Lower Overhead

Comprehensive technology integration
provides efficient management, saving time
and money

pe

Boost MRR

Increase revenues with new services

and better service levels

Improve Productivity

Deploy technicians on more strategic, higher

margin client projects
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SCALE COMPUTING HC3

Flexibility for the Datacenter

Edge/SMB Mid-Market/Enterprise

Starting at 3 Nodes per cluster

Running a few to 10s Virtual
Machines

Starting <$10.000 per cluster

Snapshot & cloning

Up to 8 Nodes and 1.35PB per single
cluster

GPU and All NVMe

Central web-based multi-cluster
management

{HC3) | {HC3) |
{(HC3 — | {HC3;
(HCS— | [HC3)

Central web-based multicluster management
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/ SCALE COMPUTING & ACRONIS

Better Together

Business Resilience System for MSPs,
Purpose Built for Acronis Cyber Protect Cloud

€) SC/ALE Acronis

c oM P UTI NG

The Business Resilience System (BRS) for MSPs, Purpose Built for Acronis Cyber Protect Cloud,
empowers service providers with backup, cybersecurity, and endpoint management in one unified
solution!

BRS for MSPs integration with Acronis Cyber Protect delivers the agility of a hybrid cloud data
protection platform, techs can rest assured they will meet SLAs and their clients’ systems stay up and
running.
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SCALE COMPUTING HC3

Flexibility for the Datacenter

Edge/SMB Mid-Market/Enterprise Business Resiliency
= Starting at 3 Nodes per cluster = Upto 8 Nodes and 1.35PB per single Disaster Recovery Cluster (DR) =  Google Cloud Platform
® Running a few to 10s Virtual cluster ®  Up to 8 Nodes and 1.35PB per single = AWS
Machines ®= GPUand All NVMe cluster = Acronis Cloud
= Starting <$10.000 per cluster = Central web-based multi-cluster = Replicate DC cluster(s) to another
® Snapshot & cloning management location
2 >
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[ [HC3)—= | T (HCT—= | ey — i . - :
[ AT —— ] Ty — ] iy — ] e ] : Business Resiliency System !
L f : ®  Fully integrated appliance
| | . | sl
e e | = 2 -96TB per appliance i

= Failover, failback m_

=  Backup any VM

= Rapid restore

=  Active ransomware

®  Granular object-level recovery

Central web-based multicluster management
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BUSINESS RESILIENCY SYSTEM

A co-development by Acronis & Scale Computing

Ease of Management

e 1-click VM recoveries

® Pre-configured storage and
hypervisor

e Common OS among deployments

Rapid Recovery
e Spin up critical VMs on site
e Recover in seconds

e Easily fail back to production

SC//

HYPERU CORE
BUSINESS RESILIENCE

Scalable Storage

e Grow capacity by adding nodes
e Expand from SNS to cluster

e Mix-and-match node types and

capacities

Affordability

e Lower monthly and total
ownership costs
® Maximize and protect margins

e Flexible billing options
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#1 CHALLENGE: SECURITY

Stores are a popular cyberattack target.
— g Video
r_/ E Surveillance

= Baking by -
and Cooking
) Smart
: Shelf Displays

— L = i 8 & A il Smart Mirror

Building Heating and
Cooling Control

In-store
Promotion

Freezer and Cooler
Temperature Control

Point of Sale

Hand Scanner *

Smart Scales Smart
Vending

There are many areas making a store vulnerable to cyberattacks, 0 SC//\L E

mainly due to increasing number of Operational Technology (OT) systems and loT devices. CoOMPUTING

Self Scanning

Inventory Control



RETAIL IT-INFRASTRUCTURE

The most common current instore scenarios

MOST COMMON
IT INFRASTRUCTURE SCENARIOS

MAIN APPLICATION DEPLOYMENTS

Store Server, Self Scanning, Point of Sale, Video Surveillance, Inventory Management, Firewall and Security,
Data Collection & Analysis, File and Print, Pricing and Promotion, Parking, and other

INFRASTRUCTURE DEPLOYMENTS

PHYSICAL VIRTUAL 2-2-1

..............
CECETES G

OPERATIONAL TECHNOLOGY / IOT APPLICATIONS

BN = § B

Heating and Cooling, Video Surveillance, Baking and Cooking, Building Airconditioning and Cooling, Secure Access Control,
Inventory Scanning, Smart Mirrors, Self Scanning, Smart Shelf Displays, Scales, and more

*If, where possible, OT/IoT applications are virtualized, they can run on the SC//PLATFORM Edge cluster. This improves 0 S ' //\ L E

security, brings High Availability to OT/IoT applications and provides easier management E O M PFUTINEG



RETAIL IT-INFRASTRUCTURE

The most common current and high available HC3 instore scenarios

MOST COMMON SC//HYPERCORE FOR EDGE
IT INFRASTRUCTURE SCENARIOS IT INFRASTRUCTURE SCENARIO

MAIN APPLICATION DEPLOYMENTS

Store Server, Self Scanning, Point of Sale, Video Surveillance, Inventory Management, Firewall and Security,
Data Collection & Analysis, File and Print, Pricing and Promotion, Parking, and other

COMMON VS FUTURE READY INFRASTRUCTURE DEPLOYMENTS

PHYSICAL VIRTUAL 2-2-1 HIGH AVAILABLE HC3 EDGE CLUSTER

= OR OR [z - (E58 -
OPERATIONAL TECHNOLOGY / IOT APPLICATIONS

B Now oz B l

Heating and Cooling, Video Surveillance, Baking and Cooking, Building Airconditioning and Cooling, Secure Access Control,
Inventory Scanning, Smart Mirrors, Self Scanning, Smart Shelf Displays, Scales, and more

*If, where possible, OT/IoT applications are virtualized, they can run on the SC//PLATFORM Edge cluster. This improves 0 S‘ //\ L E

security, brings High Availability to OT/IoT applications and provides easier management E O M PFUTINEG



/ DELHAIZE “1-BOX” RESULTS AND BENEFITS

850 Clusters, just in Belgium and Luxembourg

The TCO of the Scale Computing SC//Platform and Intel NUC cluster for
Enterprise Compute outclass any other platform available in the market.
(hardware, software, installation, on-going management, and power

consumption combined).

* 75% Less hours to manage the in-store IT infrastructure
* 99% Less networking support issues reported
* Easier management and new application roll-out to franchise

e Easyintegration of loT VMs

CCCCCCCCC



/ 1-BOX REV2

Delhaize decided for the Scale Computing HE150 /
Enterprise Performance Intel NUC, optimizing TCO and lower carbon

at the Edge

footprint at the same time.

Differentiation vs. traditional (rack) servers:

= 60-80% less production cost

=  S400-S750 less power cost per year (depending
on the country)

= Less shipping cost

BUILT WITH:

¢) SC/ALE
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= No onsite repairs (unit exchange)
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/SCALE COMPUTING SC//PLATFORM

An Explosion of “Things” across Industries

EE] Maritime

!ge Nano Datacenter “In-a-Box”
(VMmS) (VMS) (VmS)
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Propulsion
Optimization

Point-of-Sale

Self Scanning Leak Detection

Emission Control

In-store Promotion

Vibration

Smart Shelf Displays
Management

l.lblic or Private Cloud

Edge applications including Check-in, Inventory tracking,
safety, electronic access, quality control, temperature

@i-.| management, asset optimization, planned maintenance,
CCTV, Al/AR, Emergency repsonse, parking and many more
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/ DESIGNED FOR DATACENTER & EDGE

One integrated platform

SC/PLATFORM

,,,,,,,, || SCUFLEET MANAGER |

HyperCore Ul SCRIBE Fleet Manager Ul Fleet Upgrades
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HEAT Edge Fabric E Zero Touch Provisioning E E Fleet API

Cloud-Init Customization Data Protection Suite

HyperCore API

SC//

HY P ERCORE
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SC//HYPERCORE

Move Beyond Traditional IT Silos

Scale Computing HyperCore is the foundation for deploying, running, managing, and monitoring applications
in the datacenter and at the edge. From initial deployment and routine system maintenance to capacity
expansion and hardware replacement, administrative tasks are easily automated and remotely executed.

SC//HyperCore makes everything look easy—and it is.

I SCALE

o Single, unified, and redundant system

o All-in-one architecture makes it easy to deploy fully integrated,
highly available virtualization right out of the box

o Operates as a redundant and elastic private “cloud”

e Scales seamlessly with automatic incorporation of additional
nOdeS —

« Handles hardware failures gracefully with minimal effort or T

disruption TV
Q)

HY P ERU CORE
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SC//FLEET MANAGER

For Enterprise Edge deployments and Managed Service Providers

SC//Fleet Manager makes monitoring the health of
your entire infrastructure deployment easier than
ever.

Centralized management for all deployments

Drill down from full fleet to individual VMs

Proactive alerting, highlighting areas that need attention
Single Sign-on (Microsoft & Google supported)
Firmware upgrade management

Monitor individual hardware devices and health within a
cluster

Monitor VM status, Disk Usage and CPU utilization from the
Fleet Management interface

One-click access to SC//HyperCore

Zero touch deployment (planned)
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Previous = HE150-Promo

Cluster Info
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Acronis Agent for Scale Computing HC3

acronisAppliance
Acronis Agent for Scale Computing HC3
acronisAppliance

Acronis Agent for Scale Computing HC3

Version: 921765432 &> Nodes: 3

Health 17 Ms Storage 1 Memory
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WHAT ANALYSTS ARE SAYING

Gartner Analyst Reviews

Thomas Bittman
VP and Distinguished Analyst
Gartner

} “We have been telling our clients that

management to scale is difficult, and
now Scale Computing have solved it!”

“When other vendors who want to play in
edge talk to Gartner, they are comparing
themselves to Scale Computing.”

Bob Gill
Research VP, Infrastructure
Strategies Gartner
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SC//HYPERCORE SOFTWARE SUBSCRIPTION

License Options & Use Cases

SC//Software &
Support

AN

LICENSE

PRICING
ATTRIBUTE

USE CASE

LICENSE
LIMITATIONS

SC// &

HYPERCORE

Core-Based

General HCI
and VDI
Infrastructure

‘General Purpose’

SC//.5.

HYPERTCORE
EDGE COMPUTING

Cluster/Location/Region/Fleet

Edge MSP laa$S

- HE150
#VMs & #VMs &
Clusters Clusters

‘Purpose-Built’

(Limited)

SC/l©

HY PERTCORE
BUSINESS RESILIENCE

Core-Based

Backup/DR
Cybersecurity

No Replication,
Integrated with
Acronis Backup/DR

Core-Based

Video Surveillance
Physical Security

No Replication,
Includes Video/Access
Control
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THANK YOU

Johan Pellicaan // jpellicaan@scalecomputing.com

Scale Computing // www.scalecomputing.com // 877.722.5359 S ‘ //\ I E
525 S. Meridian St. - Suite 3E, Indianapolis, IN 46225
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