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Hi everyone, I’m Anda. I’ve been with Hornetsecurity for six 
years now — which in tech years basically means I’m part of the 
furniture.
I originally joined through the Altaro acquisition, so you could 
say I was acquired, not hired.
My favorite products? M365 Backup, VM Backup, and 
Permission Manager — mostly because they make my life easier, 
and I’m all about efficiency
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AI IN THE COCKPIT
 WHO’S FLYING WHEN RANSOMWARE TAKES CONTROL?



AI IS THE HACKER'S COMPANION



AI UPDATES ARE THE HACKER’S DREAM



PHISHING KITS FOR SALE



» Breach Dumps are Easily Located and Purchased

» These sales are NOT exclusive to the dark web!

» Information is Easily Gathered to Help Launch Spear-Phishing Attacks

WHAT DATA IS OUT THERE FROM ME ?



HOW EASY IS IT FOR THREAT ACTORS 
TO DELIVER THE ATTACK?

» Tools for Launching Attacks are Easily Accessible – Even 

on the regular Web.

» Recent Ex. Evilginx can be easily downloaded on Github 

and quickly installed

» Tool is well documented and easy to use. Even for Novice 

threat-actors

» Documentation and “Getting Started” Guide are readily 

available as well!



PHISHING EXPRESS: PhaaS

https ://securitybrief.com.au/story/phishing-as-a-service-drives-surge-in-cybercrime-for-2025

▪ 60 – 70 % of of all Phishing attacks are delivered using 
PhaaS models



WHATS THE FLIGHT PATH NOW?
THEFT? 



EXAMPLE: HIDDEN SHARING



EXAMPLE: OLD, OLD RIGHTS HACK 



WHATS THE FLIGHT PATH NOW?
EXTORTION? 



» The “DAN” method

» Skeleton Key

» Crescendo Attacks

AI STILL DELIVERING THE CODE?  
RANSOMWARE



OH YES !!!

AI STILL DELIVERING THE CODE?  
RANSOMWARE



RANSOMWARE KITS FOR SALE



2025 RANSOMWARE SURVEY KEY TAKEAWAYS

Ransomware attacks increasing for the first time in 3 years! 

In 2025, 24% of organisations reported being the victim of a ransomware attack — a sharp increase from 18.6% in 2024, 
marking the end of a multi-year downward trend.

» 13% of ransomware victims paid the ransom

» 46% of attacks were still linked to phishing

» 46% of organizations have ransomware insurance
 down from 54.6% in 2024 —possibly due to rising premiums, exclusions, or reduced 
confidence In payouts.



2025 RANSOMWARE SURVEY KEY TAKEAWAYS

While more organisations are implementing protective measures, attackers are diversifying their 

methods and exploiting new technologies like AI to bypass traditional defenses.

» 62% of organisations now use immutable backups

» 77% of respondents view AI-driven phishing as a serious and emerging threat.

» 82% have implemented a Disaster Recovery Plan (DRP)

» 74% of organisations train their employees to recognize and prevent ransomware.

Though 42% say the training is still 
inadequate or too superficial.



Is there a copilot on the plane?



HOW DOES MICROSOFT HANDLE COPILOT DATA MANAGEMENT?

SENSITIVITY LABELS

COPILOT SECURITY

RESTRICTIONS

Does an All or nothing approach to sites work for you ??

RESTRICTED SEARCH

Does an 'All or Nothing' approach to sites work for you? 



INFORMATION SURFACING







MONSTERS UNDER THE BED?

OR TIP OF THE ICEBERG?
Lack of visibility

Lack of options 

Excessive & growing permissions



THE SHAREPOINT ICEBERG
BRING LIGHT INTO THE DARKNESS: 365 PERMISSION MANAGER



THE SHAREPOINT ICEBERG
PERMISSIONS IN M365: WHAT YOU SEE IS ONLY THE TIP 

» In every Microsoft 365 environment (including SharePoint, Teams, and OneDrive), teams share multiple files every day.

» Beneath the visible permissions lies a growing, invisible mass of unmanaged access and forgotten links, creating risks most 

organizations don't even know exist.

» This increases the likelihood of data leaks and opens up hundreds of potential entry points for attackers.



REMOVE HELPDESK NOISE EMPOWER USERS



THE HIDDEN OPPORTUNITY:
GOVERNANCE, OVERSIGHT & AUTOMATION AS REVENUE STREAMS

The more AI enhances security detection, the more customers need operational governance to prevent incidents in the first place.

This creates entirely new service opportunities for MSPs:

» Access Governance-as-a-Service

» Tenant Oversight & Compliance Monitoring

» Automation-Driven Managed Services

» AI-Augmented Support Services

» Zero Trust as a Monthly Service 



WHY MSPS MUST ADD A NEW LAYER OF AUTOMATION & 
CONTROL

As AI accelerates security signals, MSPs face two pressures:

» More data to manage.

» More customer expectations. 

» MSPs need tools that provide:

» better visibility across tenants

» deeper insight into permissions and sharing

» simplified identity governance

» automated lifecycle actions

» automated support workflows

» AI-driven task reduction

» consistent policy enforcement

» scalable operations with the same-sized team



Your choice for a secure, 
compliant and controlled 
M365.

Unlimited Backup and Security 
for full data loss protection.

All email security features for 
your M365 environment.

The foundation
for a safe M365 experience.

Effortless onboarding, 
governance, and compliance for 

all M365 tenants.

THE SOLUTION?



THE SECRET 
TO GETTING AHEAD 
IS GETTING STARTED. 
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